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Abstract

DPI is the foremost technology for identifying and authenticating protocols and applications (IP flows or
sessions in general) conveyed by IP. This paper reviews DPI technology — what it does, how it works,
methods of analysis it uses, and the opportunities it offers ISPs and carriers, such as new sources
of revenue, solving bottleneck issues and guaranteeing Quality of Service (QoS).

1 What is DPI?

1.1 Shallow vs. Deep Packet Inspection “DPT helps operations improve the
performance of interactive applica-

DPI provides the ability to analyze network usage, optimize | tions, preventing certain application
network performance to achieve business goals (i.c., maximize | traffic from unduly hogging resources
revenues), and get ready for advanced business roles. | and contributing to congestion. It also
Consequently, it plays a crucial role in the equation between | mitigates the effects of network
supply and demand faced by every telco, service provider and | attacks, which helps reduce capex and
enterprise. opex while increasing subscriber satis-

. . faction, leading to lower churn.”
We are all acquainted with “shallow” or “standard” packet ’ &

inspection — the extraction of basic information (mainly IP | James Crawshaw, Research Analyst,
addresses or some lower-level addresses) from packet headers | Light Reading Insider

in order to reveal communication intent and understand
where the packet is headed and what can be done with it.
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header information reveals communication intent

Figure 1: Shallow Packet Inspection — data from packet headers.

DPI does this and much more. In addition to revealing the header information, it also analyzes the content
in packet headers and payloads, revealing information elements that are combined into what is known as
a signature. Typically performed over a series of packets, DPI enables the combination and analysis of data
gathered in order to understand what is traversing the network.

Integrated with research and analysis tools, DPI enables the investigation of protocols and applications.
This is what makes DPI a much more interesting and powerful tool than regular port-sniffers, since it can
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investigate the whole range of byte and line rates without the trade-offs typified by port-sniffers. Over
time, this investigation provides patterns and trends concerning applications and protocols, which are
categorized into libraries of signatures.

1.2 So what are Signatures?

A signature is not a well-defined entity. It’s a combination of a few things. Basically, a signature is like
a fingerprint. When an active protocol or application is inspected, the signatures library serves as a refe-
rence to associate the application or protocol with known fingerprints and match them.
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header information reveals communication intent

Figure 2: Deep Packet Inspection — analysis of encapsulated content over many packets.

However, protocols and applications are changing entities, constantly being updated with new software
releases. BitTorrent, eMule and Skype, for example, tend to upgrade their software and encourage users to
upgrade quite often. This makes it really difficult to know, find and track a signature for each and every
protocol.

2 Positioning DPI

DPI examines Layers 4-7. This is particularly important when positioning DPI and DPI devices among
other categories of devices in the industry. Switches and routers are essentially located at Layer 2 and 3,
typically looking at the source and destination address of packets, plus other easily-accessible information
such as the V-LAN or Type of Service fields. Such equipment provides a response on where packets
should be sent.

Conversely, DPI devices located at Layer 4 and even higher at Layer 7 first address the question of what
the packet really is. Given the complexity of the latest P2P applications, and all the mechanisms they use
to obfuscate themselves, the real role of DPI is to determine whether the packet is what it seems to be,
and if not, what it is in reality.

2.1 Looking Deeper Into Packets

Today, looking deeper into packets means essentially three things: dynamic port analysis, application
signature recognition and behavior analysis.
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Figure 3: When considering the first pattern only (“HTTP/1.17), the traffic appears to be standard HTTP.
However, by inspecting further into the payload, a second pattern is revealed (“KaZaA”), indicating the
true identity of the application.

Dynamic Port Analysis: Well-known applications establish sessions on fixed TCP or UDP ports, which are
easy to search in packets and do not actually require a DPI engine. Things get more complex when
applications randomly negotiate a port to continue a session on a different port from the fixed one used to
establish the conversation. Since this new port cannot be known in advance, the DPI engine must monitor
the session on a real time basis. By monitoring the initial dialog of simultaneous sessions, it can
authenticate the nature of the application.

Application Signature Recognition: Some recent applications use known fixed ports such as HTTP port
80, faking their real nature and trying to cross through firewalls without being recognized. A simple
parsing machine will conclude that this is normal web surfing. However, the reality can be a heavy
streaming video download. DPI devices actually reassemble multiple packets exchanged at the beginning
of the conversation and then look for the signature - usually a complex string of bits which is identified as
characteristic of a specific application, and only this one. Using a built-in and constantly growing library of
signatures to match with a string of bits found in a conversation, DPI devices can conclude firmly about
the nature of a session.

Behavior Analysis: In some applications which either compress or scramble, the search for a port or
a signature is meaningless. In such cases, the search focuses on other parameters, such as the length of
packets and the order in which they are sorted. This is known as a behavioral signature.

Successful DPI is the association of dynamic port analysis, application signature recognition and behavior
analysis to provide the highest possible level of application discovery on an IP network.

3 False Positives and False Negatives

In the world of DPI, false positives refer to the misclassification of an application. They are the likelihood
that an application will be identified as something it is not, which can occur if the signature is too weak.
Naturally, in application control and subscriber management, this can be very dangerous, and every effort
must be made to achieve zero percent of false positives. Otherwise, the limiting of a specific service or
application with a weak signature, for example, may also limit other applications or services. The only way
to strengthen a weak signature is to use a combination of tools i.e., perform signature identification using
several mechanisms rather than one mechanism.

False negatives refers to those cases where it is not possible to consistently identify an application —
sometimes the identification succeeds, sometimes it fails. This can occur for various reasons, the most
common of which is the fact that some protocols (especially the most sophisticated ones, like P2P
protocols) combine several functions in the same protocol. MSN is a good example of this, since it
includes streaming, chat and voice - many functions under the same protocol.

In addition to the problems involved in identifying all the possible application combinations, the work
environment in which a specific application is installed can also have an affect. Is the user behind
a firewall? Is a proxy server being used? These are just two examples of environment variations which
affect the identification and creation of a signature, and which make the achievement of zero percent false
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positives and false negatives an enormous task. Naturally, application encryption makes this even harder to
attain.

4 Differentiating Between Encryption and Obfuscation

In the DPI world, life is becoming much more difficult with the use of encryption - the concealing of data
to guarantee security and privacy. Encryption is a procedure which renders the contents of a message or
a file unintelligible to anyone not authorized to read it. Using very complex mathematical algorithms,
encryption makes it very difficult to trace back the information without a key.

Some historical examples of encryption include the Enigma machine used by Germany in WWII, and
RC4, a more recent achievement from about 10-15 years ago, which is currently the most popular
encryption algorithm used by most P2P protocols. Since the key lengths used are very large, it is almost
impossible to reverse engineer and gain some information, like guessing a password.

Encryption should not be confused with obfuscation, a term commonly used for traffic shaping and
similar actions performed by ISPs, which subscribers refer to as “throttling” of applications. This is very
often the reason for customer churn between ISPs, and some hacker sites even track and publish details of
ISPs involved in such activities, together with recommendations on how to bypass throttling - such as by
using obfuscation.

Obfuscation is basically another word for concealing actions, by making things much more complex than
necessary. Here, "encryption" is primarily used for bypassing throttling, rather than for securing the line or
transactions. Consequently, selecting the obfuscation flag in eMule version 0.47C to ensure complete
security and prevent any future litigation cannot guarantee this at all, since many parameters about the
users still remain. It only makes the tracking and actual traffic shaping harder.

5 Methods of Analysis

There are many possible methods of analysis to identify and classify traffic. These range from analysis by
portt, by string match, by numerical properties, by behavior and by heuristics.

5.1 Analysis by Port

Analysis by port is probably the easiest and most well known form of analysis. The reasoning behind it is
very simple; many applications use a default port. A good example is POP3 used for an email application.
The incoming POP3 typically uses port 110, and if it is secure, it will use port 995. The outgoing SMTP
is port 25. All of these are very easy to detect. In fact, they are too easy to detect, and many applications
today are disguising themselves as other applications. The most famous example is the Port 80 syndrome,
where many applications disguise themselves as pure HTTP traffic. Additionally, some applications select
random ports instead of using a fixed port, and hop in either specific or random patterns. Consequently,
itis often not feasible to use analysis by port as the only tool for identifying applications, but rather as
a form of analysis to be used together with other tools.

5.2 Analysis by String Match

In the past, applications sometimes actually declared their names in the protocol. This occurred when
application/protocol creators recorded their names or some textual information somewhere in each
transaction, making it like a string match which could be used. Such strings are very easy to search for,
especially when located in a specific packet and/or specific location. Even though this is used less today, it
is still possible to track strings even when they are not in a fixed location. The string does not have to be
a name; it can be a part of something, such as a text desctiption of a domain name or an address name.
However, there is no guarantee that such a string can be classified as a unique signature, particularly when
other applications may use the same string. Consequently, it is often not feasible to use analysis by string
match as the only tool for identifying applications, but rather as a form of analysis to be used together with
other tools.
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5.3 Analysis by Numerical Properties

Analysis by numerical properties is not the same as string match analysis and merely an exchange of letters
to ASCII characters. Involving more than just the analysis of the numerical patterns and content, it covers
parameters such as packet size, the payload or message length, and also position within the packet. For
example, in the case of a string occurring on byte number 43, the number 43 is also a numerical property
that can be used. However, it is usually much harder to handle than this, and could include a sparse search,
meaning that the string or numerical characteristic is spread over a few packets. This requires the building
of some kind of tool that can look at different locations, combine the data together and decipher
numerical patterns.

5.4 Analysis by Behavior and Heuristics

Behavior and heuristic analysis is another way of analyzing a protocol. Behavioral analysis refers to the way
in which something behaves, functions or operates. Heuristic analysis is method of problem solving using
exploration and trial and error methods.

In DPI, heuristic analysis requires the translation of whatever data can be extracted into parameters that
software and hardware can process. A typical example of such a parameter is statistics, which is really just
numbers. Consequently, by averaging, looking for variance and deviation, the numbers, which are the
statistics, can provide some insight into protocols and applications.

Actions, such as a transaction leading to another transaction, can also serve as a parameter for analysis. For
example, a connection starting at one port and hopping to another port is a behavioral action that can be
traced. Combining this information with other elements can provide a good signature.
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Figure 4: Example of HTTP vs. a Typical P2P Handshake: in this histogram, where the black lines are the
P2P handshake and the lighter lines HTTP, it is possible to see the popularity of having a message with
a specific length. HTTP concentrates around the 200, 300, 400 byte messenger sizes while the P2P
handshake is usually very large bytes and payloads, mostly concentrating around the tens of bytes in the
message length. By gathering such statistics over time, it is possible to distinguish between HTTP and P2P
handshake transactions.
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6 DPI for ISPs and Catriers

6.1 New Sources of Revenue

DPI is currently one of the hottest issues for ISPs and “Cable, DSL,, satellite, fixed
carriers. Constantly seeking new sources of revenue and to
reduce churn, they are deploying or forming projects for the
deployment of triple play and new services. This is where
DPI comes in:

broadband wireless, WiFi, and other
network providers are deploying DPI
technology to support management
of peer-to-peer (P2P) application
traffic, protect against a broad range
of network attacks, and more recently
introduce quality of setvice (QoS) or
prioritized services to generate new
e To analyze their subsctibers' behavior, such as traffic | revenue streams.”
patterns generated per hour/day/week and measure
the over-the-top services being used by subscribers.

e To analyze their current network situations and their
readiness to receive rich, demanding, consuming and
real time traffic.

Rona Shuchat, IDC

e To set up global application control policies - such
as the total quantity of P2P or VoIP/Skype traffic -
at the various peering points where they purchase bandwidth from upstream providers.

e To set up per subscriber SLAs/policies, in order to enforce smarter services, volume/duration-
based billing, be more competitive, provide better QoE, and increase ARPU.

6.2 Solving Bottleneck Issues

Consider what is important to make traffic flow easily on a major city ring-road or reduce congestion in
city centers. Enlarge the roads? Install traffic lights and road signals? Set up specific lanes for priority
vehicles? Implement cameras, sensors and helicopters to centrally manage collected data and react quickly
when an accident occurs? Establish a web site providing real time data on where to go and where not to
go? Optimize car loads with a maximum number of travelers? Establish fees for people wanting to drive
faster in a reserved lane?

The answer is a combination of all the above and more. It all focuses on bringing intelligence to the
subject, in terms of collecting data to understand when a situation is becoming problematic or serious; in
terms of creating self-regulations and priorities to control and optimize usage. This analogy is synonymous
to IP requirements, which are lacking this essential intelligence. And it is the in-depth data made available
by DPI which provides the intelligence to solve and control broadband bottleneck issues in real time.

6.3 Guaranteeing Quality of Service (QoS)

The ability to know what is running on the network enables ISPs and carriers to offer new, differentiated
services to subscribers and guarantee their QoS. Many wonder whether subscribers are willing to spend
more in monthly fees in exchange for this. This naturally depends on the subscriber's profile. Subscribers
seeking priority for Skype or QoS for on-line gaming will be prepared to be pay for these services. Other
subscribers would like to pay on demand (just like in the mobile phone subscription billing world
according to special packages for SMS, frequently dialed numbers and weekend rates).

To gauge the market and offer the appropriate services, ISPs and carriers must have the ability to survey
and constantly monitor their subscribers’ habits. This ability can only be provided by DPIL. Once this data
is known, they can segment their subscribers into different types of user groups and put together
customized service packages designed to meet the specific requirements of each group.
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7 DPI Market Solutions

7.1 The Challenge to Implement DPI Technology

Designing a serious DPI device is a challenge, which is actually a list of multiple challenges:
e The capacity to build a comprehensive library of signatures and behavior.

e The capacity to quickly execute inspections on a nearly real time basis, to introduce the least
possible latency, and to perform at multi-gigabit speed.

e The capacity of creating and making available all the necessary counters to feed a database with
statistics and usage figures, thereby offering both high-level and detailed views of network
activity.

7.2 DPI Meets the Market Need

The DPI market landscape is still evolving. This is being fired by a number of factors - primarily the
burgeoning number of social applications such as IM, voice, video on demand and network gaming; the
proliferation of more instant publications like blogs, wikis and “YouTube” type self-publishing zones; and
the constantly growing dependence on the Internet in general, as seen in Google Earth, on-line banking

and Web2.0.

These drivers are forcing ISPs and carriers to constantly evolve and compete to facilitate heavy downloads
and uploads (video/pictures/backup/Itune/podcasting), real time traffic (voice - telephony), social traffic
(IM and gaming), billing by volume and/or duration (pay on usage, pay pet view), on-demand services via
portals, secutity, availability and Quality of Experience.

To meet these needs, the industry will have to innovate, particularly in the areas of differentiated services,
real time subscriber management and billing, and a lot of “on-demand” possibilities offering “click and
start” capabilities. All this can be achieved using DPI.
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