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Abstract
Hardware or side-channel cryptanalysis, in contrast to mathematical cryptanalysis, targets on implementations of cryptographic algorithms and exploits side-channels, which transmit information of the secret
components of the cryptosystem. In passive hardware cryptanalysis, attacks measure parameters of the
implementation, such as execution delay of a cryptographic algorithm, power consumption and EM radiation, while in active hardware cryptanalysis, attacks are implemented through injections of hardware
faults that cause faulty computations and result to leakage of secret key information. Active attacks, also
known as the Bellcore active attacks, target implementations of RSA using Chinese Remainder Theorem
or Montgommery arithmetic, Schnorr’s scheme and the Fiat-Shamir identiﬁcation scheme.
In this paper, we focus on the Fiat-Shamir identiﬁcation scheme, which is widely used in environments
with resource-limited clients, such as smart-cards. We provide a proof that the Bellcore attack on FiatShamir systems is incomplete and we demonstrate that, there exist conﬁgurations of Fiat-Shamir systems
that can defend against the Bellcore attack. Finally, we introduce a new active (hardware) attack and
we prove that it is eﬀective against all possible Fiat-Shamir conﬁgurations. This new attack is not only
successful, but eﬃcient and realistic for typical resource-limited environments like smart cards.
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1

Introduction

Side-channel cryptanalysis [13][14] has introduced a new class of (hardware) attacks, which are applied
to implementations of cryptographic algorithms and exploit a side-channel that transmits information of
the secret components of an algorithm. These attacks are classiﬁed as active and passive, depending on
the implementation of the side-channel. Passive hardware attacks target some measurable parameter of
the implementation, such as power consumption [16] [17], time delay of the execution of a cryptographic
algorithm [15] [10] and lately electromagnetic radiation [1] [12] [18]. In contrast, active hardware attacks
insert faults in data of cryptographic calculations [6] [7] [8]; such attacks can be realized, for example, by
operating a cryptosystem in extreme conditions or by destroying gates [2] [3].
Active hardware attacks were introduced with the development of the well-known Bellcore attack [8] [9],
which targets the implementations of RSA using Chinese Remainder Theorem, RSA using Montgommery
arithmetic, Schnorr’s scheme and the Fiat-Shamir identiﬁcation scheme. These theoretical attacks were
veriﬁed through simulation as well [4]; furthermore, practical experiments have been carried for the case
of RSA/CRT [5]. Simulations have shown that all theoretical active attacks are complete, with the
exception of the Fiat-Shamir identiﬁcation scheme, where there is indication that, in general, there may
be system conﬁgurations, where the Bellcore attack is not successful.
In this paper, we focus on the Fiat-Shamir identiﬁcation scheme. The scheme is widely used in environments with resource-limited clients, such as smart-cards, whose population is increasing at a dramatic
rate. We have proven that the Bellcore attack is not successful, in general, on systems implementing the
Fiat-Shamir scheme, because it is based on an assumption which is not always true: one can construct a
full-rank  ×  matrix over Z2 . Taking advantage of the conditions under which this assumption does not

Security and Protection of Information 2003

207

hold, we describe Precautious Fiat-Shamir, a version of the original Fiat-Shamir scheme, which successfully defends against the Bellcore attack; however, the scheme is weak against alternative active attacks
which are extensions of the original one, as we describe with an attack that requires the same resources
(as the Bellcore attack) in order to obtain secret information [4]. This extended attack leads to a need for
increased computational and memory resources to impersonate a legitimate user. Thus, it is ineﬀective
and unrealistic when targeted to resource-limited environments, such as smart-cards. Considering that
active attacks target systems with limited resources, we introduce a new active attack model, which is
not only successful but eﬃcient and realistic for these environments as well.
The paper is organized as follows. Section 2 describes the Fiat-Shamir identiﬁcation scheme, the fault
insertion model and the Bellcore attack. Section 3 introduces a conﬁguration of the Fiat-Shamir protocol,
called Precautious Fiat-Shamir scheme, which defends against the attack, and proves its correctness.
Section 4 introduces an extension of the Bellcore attack, which is successful against Precautious FiatShamir. Finally, we introduce our new active attack model, which is successful and eﬃcient in limited
resource environments.

2

Background

The Fiat-Shamir identiﬁcation scheme [11] is a zero-knowledge authentication scheme, where one party,
say Alice, authenticates her identity to another, say Bob, using an asymmetric method based on a public
key. The scheme works as follows. Alice has an n-bit modulus N , where N is the product of two large
prime numbers, and a set of invertible elements s1 , s2 , . . . , s (mod N ). Alice’s public key is the set
P K = {ui | ui = s2i (mod N ) and 1 ≤ i ≤ }. Alice proves her identity to Bob using the following
communication protocol:
1.
2.
3.
4.
5.

Alice and Bob agree on the security parameter, ;
Alice chooses a random number r ∈ Z∗N , calculates r2 mod N and sends this number to Bob;
Bob chooses a random subset S ⊆ {1, . . . , } and sends S to Alice;

Alice computes y = r · i∈S si mod N and sends y to Bob;
Bob veriﬁes Alice’s identity by checking that the following holds:

ui (mod N )
y 2 = r2 ·
i∈S

The security of the scheme is based on the hypothesis that computation of square roots is a hard problem
over ZN (this is believed to be equivalent to factoring N ).

2.1

Bellcore attack on Fiat-Shamir Identification Scheme

Bellcore attack [8], introduced by Boneh, De Millo and Lipton and revised in [9], is a theoretical active
attack model that exploits erroneous cryptographic computations. The attack models derive secret keys
for various cryptographic protocols. In the case of Fiat-Shamir identiﬁcation scheme, Bob can derive
Alice’s secret elements, s1 , . . . , s (mod N ). The attack assumes that it is possible to introduce transient
bit ﬂips during Alice’s computations. Speciﬁcally, Bob introduces bit ﬂips in r, during Step 3 of the
communication protocol described above, while Alice waits for Bob to send the subset S. Then, Alice’s
computation in Step 4 is made with an incorrect value of r. This leads to Bob’s ability to calculate Alice’s
secret elements. Bellcore attack on Fiat-Shamir identiﬁcation scheme is summarized in the following
theorem:
Theorem 1. Let N be an n-bit modulus and  the predetermined security parameter of the Fiat-Shamir
protocol. Given  erroneous executions of the protocol one can recover the secret s1 , . . . , s in the time it
takes to perform O(n + 2 ) modular multiplications.
Proof 1. (summarized) A bit-ﬂip at bit position i, i ∈ {0, 1, . . . , n − 1}, in r changes its original value
by adding the value E, where E = ±2i ; the sign of the change depends on whether the bit-ﬂip caused a
0-to-1 or a 1-to-0 change.
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When the bit-ﬂip occurs, Alice calculates (and sends Bob) an incorrect value of y, denoted as ŷ, during
Step 4 of the protocol:

ŷ = (r + E) ·
si
i∈S

From this, Bob can compute
T (S) =



si =

i∈S

2E · ŷ
2
Q ŷ
i∈S

ui

− r2 + E 2

mod N

Bob validates the correctness of his bit-ﬂip guess by checking that

T 2 (S) =
ui
i∈S

Since we have a method to compute T (S) for various sets S, we need an algorithm to derive each
s1 , s2 , . . . s . If Alice accepts singleton sets, then the algorithm is trivial: Bob can choose S = {k} and
then, T (S) = sk . Thus, Bob needs only  iterations to collect all  possible si ’s.
However, if Alice does not accept singleton sets, Bob can follow the following algorithm. Bob can map
each set S to its characteristic binary vector U ∈ {0, 1}, i.e. U (i) = 1 if i ∈ S. Now, if Bob can construct
an  ×  full rank matrix over Z2 , then Bob can derive each si . For example, in order to determine s1 ,
Bob constructs elements a1 , a2 , . . . , a ∈ {0, 1}, so that
a1 U1 + . . . + a U = (1, 0, 0, . . . , 0) (mod 2)
This is eﬃcient, because vectors U1 , . . . , U are linearly independent over Z2 . When computations are
made over the integers, we have:
a1 U1 + . . . + a U = (2b1 + 1, 2b2 , 2b3 , . . . , 2b )
for some known b1 , . . . , b . Then, Bob calculates s1 as:
s1 =

T1a1 · · · Tla
ub11 · · · ub

(mod N )

The overall complexity of the algorithm is O(n + 2 ) modular multiplications [9].

3

Defense against Bellcore attack

Bellcore attack identiﬁes that the Fiat-Shamir identiﬁcation scheme breaks very easily when |S| = 1, i.e.,
when Alice accepts singleton index sets, and assumes that it is reasonable for Alice to deny to accept such
singleton S sets. However, it presents the attack described above, which derives Alice’s secret elements
even when Alice accepts index sets S with |S| ≥ 2.
The ability to have Alice deny singleton S sets motivated our work: we introduce the concept that Alice
may be able to judge and/or decide what sets S to accept. So, in the following, we evaluate Bellcore attack
under the assumption that Alice accepts speciﬁc sizes for the index sets S. Our evaluation originates
from the claim in the proof of Theorem 1. that a full rank matrix can be always constructed over Z2 .
Assuming that Alice accepts only speciﬁc sizes for S, in the following, we denote the set of acceptable
(by Alice) sizes for the index set as G = {n1 , n2 , . . . , nk }.
Using this notation, one can easily verify that, for even  and {2,  − 1} ⊆ G, the following matrix Be of
characteristic vectors constitutes a full rank matrix over Z2 :
 


b1
1 0 ... 0 1
  0 1 ... 0 1 
 b2
 


 
 ..

..
Be =  .
=

.
 


 b−1   0 0 . . . 1 1 
ble
1 1 ... 1 0

Security and Protection of Information 2003

209

Accordingly, for odd  and {2, } ⊆ G the matrix Bo
matrix over Z2 :
 

b1
1
  0
 b2
 

 

Bo =  ...
=
 

 b−1   0
blo
1

of characteristic vectors constitutes a full rank
0
1
0
1


1
1 




... 1 1 
... 1 1
... 0
... 0
..
.

Thus, in conclusion, Bellcore attack is eﬀective under these assumptions, because one can always construct
a full rank matrix.
However, it is possible to choose G in such a way, so that it is impossible to construct a full-rank matrix;
this renders Bellcore attack ineﬀective. As an example, consider the case where l = 3 and G = {2}; in
this case {2, } ⊆ G. For this example, there are only three possible vectors: (1, 0, 1), (0, 1, 1) and (1, 1, 0).
Furthermore, over Z2 , (1, 0, 1) + (0, 1, 1) = (1, 1, 0). Hence, the “only” possible  ×  matrix


1 0 1
 0 1 1 
1 1 0
has rank 2 and not 3 as required for Bellcore attack to be eﬀective. Thus, Bellcore attack is not eﬀective
in the case of the example.
The analysis above indicates that there exists a relationship between the Hamming weight of the characteristic vectors, w(u) = ui and the rank of the matrix they can formulate. In the following, we establish
this relationship. For our analyses we denote as V2 () the set of vectors of Z2 with even Hamming weight.
In [19], we prove the next two propositions that we will use in our analysis:
Proposition 1. For every a, b ∈ Zn2 the Hamming weight of their sum is:
• even, if w(a), w(b) are both even or both odd;
• odd, otherwise.
Proposition 2. V2 () is a subspace of Z2 . Its dimension is dim(V2 ()) =  − 1.

3.1

The “Precautious Fiat-Shamir Identification Scheme”

We deﬁne a variation of the original Fiat-Shamir identiﬁcation scheme, which changes slightly the third
step (Step 3) of the communication protocol used in the Fiat-Shamir scheme. The new scheme is deﬁned
as follows:
Definition 1. A Fiat-Shamir Identiﬁcation Scheme augmented with a set G of even numbers is called
precautious, if Alice accepts on the third step only S, such that |S| ∈ G.
By deﬁnition, if it could be G = {1, 2, . . . , }, then the scheme is the original Fiat-Shamir identiﬁcation
scheme. If G ⊂ {1, 2, . . . , }, we argue that the scheme oﬀers equivalent security as the original one. The
security of the scheme is solely based on the diﬃculty of factoring a product over ZN and on the diﬀusion
eﬀect of the random number r. The original scheme’s security is not based on the exact number of factors
of a given product. The deﬁned Precautious Fiat-Shamir scheme does not disclose any selection of an
individual si , but rather limits the total number of factors of a protocol reply y. Furthermore, there is no
known work, where the total number of factors of a number over ZN provides any evidence of the factors
themselves.
The Precautious Fiat-Shamir identiﬁcation scheme provides good defense characteristics against Bellcore
attack, as proven in the following theorem:
Theorem 2. If Alice implements Precautious Fiat-Shamir Identiﬁcation Scheme, then Bellcore attack
is not eﬀective.
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Proof 2. Bellcore attack is eﬀective when one can construct an  ×  full rank matrix which has as
columns (or rows) elements of V2 ().
According to Proposition 2., V2 () has dimension  − 1. Thus, any  vectors from V2 () are linearly
dependent, and use of any such  vectors as rows (or columns) in an  ×  matrix, results to a matrix
rank at most  − 1.

4
4.1

A New Attack on the Precautious Fiat-Shamir Scheme
Strength of the Precautious Fiat-Shamir Scheme

We proved that the Bellcore attack is unsuccessful, since a device that judges the nature of challenges
can defend against it. The new set of acceptable challenges, V2 (), is approximately half of Z2 . Thus,
the probability of impersonation is reduced by a factor of two and becomes 2−+1 . However, with this
slight modiﬁcation, the Bellcore attack can not derive Alice’s secret elements, s1 , . . . , s .
Since the set G contains even numbers, the set of acceptable challenges will be a subset of V2 (). Following
the methodology of the Bellcore attack, one could give challenges such as their characteristics vectors to
be linear independent. By Proposition 2., such a set of vectors exists and  − 1 erroneous executions of
the protocol will suﬃce to impersonate Alice. Thus, a simple adaptation of the Bellcore attack to the
new space, V2 (), is enough to impersonate Alice.
In Section 3, we provided a conﬁguration for the implementation of the Fiat-Shamir scheme, with  = 3
and G = {2}, which defended against the Bellcore attack. Here, we apply the extended attack to this
example and demonstrate its success.
In this case,  = 3 and G = {2}, thus GS = 3. Alice can produce three products in total: s1 s2 , s1 s3 , s2 s3 .
Without loss of generality, we assume that, after two erroneous protocol invocations, the ﬁrst step of
the extended Bellcore attack has derived s1 s2 and s1 s3 . Then, in the second step, we compute the
remaining product as follows. As the characteristic vectors (1, 1, 0) and (1, 0, 1) are linearly independent,
we can express: (0, 1, 1) = a1 (1, 1, 0) + a2 (1, 0, 1); so, a1 = a2 = 1. Respectively, we can compute
b1 = 1, b2 = 0, b3 = 0. So, we derive s2 s3 :
(s1 s2 )a1 (s1 s3 )a2
ub11 ub22 ub33

(mod N ) ==

s21 s2 s3
u1

(mod N ) = s2 s3

(mod N )

So, after two erroneous protocol invocations, we have all possible replies that Alice can produce (recall that
it is Alice who controls the random number r in the ﬁrst step of the protocol). Thus, we can impersonate
Alice successfully, although she implements the Precautious Fiat-Shamir identiﬁcation scheme.
The impersonation information collected using this attack is not always useful for practical implementations. In the case a smart card is the object of the attack, the new, fraudelent smart card, will need
to either compute in real-time the correct responses using the collected information, or precompute all
possible replies. The former approach introduces a detectable timing overhead for performing the extra
modular multiplications. Such time increases can be a strong indication of a fraudelent smart card. The
latter approach is not feasible, since the size of all possible replies is exponential with respect to ; a
smart card has very limited memory resources and thus a careful selection of  can protect against this
attack.

4.2

A new attack on the Fiat-Shamir identification scheme

In the previous section, we showed that the Fiat-Shamir Identiﬁcation Scheme can defend against known
active attacks, if properly implemented. In this section, we propose a new theoretical active attack model
which is successful against both the classical and precautious Fiat-Shamir schemes. This model allows
Bob to derive Alice’s secret elements in polynomial time, in all cases.
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4.2.1

Fault model

We assume that single transient bit ﬂips can occur during the computation of the reply, in Step 4 of the
Fiat-Shamir identiﬁcation scheme. Furthermore, weassume that an error can be introduced in any si ,
before Alice starts the computation of the reply r i∈S si , in Step 4 of the protocol. Thus, Bob (the
attacker) needs to solve both time and space isolation problems, because he cannot control in time this
step of the protocol. In this context, our assumption of the fault model is stronger than the corresponding
assumption of Bellcore’s attack, because we need exact synchronization with the device that acts as Alice
(i.e., the probability of introducing an error is smaller). In contrast, Bellcore attack needs to solve only
the space isolation problem.
Similarly to Bellcore attack, our model is eﬀective for multiple bit ﬂips, with increased complexity.
4.2.2

Revised Theoretical Active Attack

Using the predeﬁned fault model, our attack is percepted in the following theorem.
Theorem 3. Let N be an n-bit modulus and  the predetermined security parameter of the Fiat-Shamir
protocol. Given  erroneous executions of the protocol one can recover the secret s1 , . . . , s in the time
it takes to perform O(n2 ) modular multiplications.
Proof 3. Assume that a single bit ﬂip occurs during a protocol invocation, in Step 4. Bob can detect
that an error indeed occurred in Step 5 of the protocol. Without loss of generality, let us assume that
the error occurred in sj . Then, we derive sj as follows.
Since a single bit ﬂip occurred, sj was changed in Step 4 to sj ± 2i , for some 0 ≤ i ≤ n − 1. After such a
protocol invocation, Bob has collected the following numbers (during the corresponding protocol steps):
Step 2:

r12

Step 4:

(mod N )

ŷ = r1 (sj ± 2i )



sk

(mod N )

k∈S−sj

The following simple operations allow Bob to derive sj , if Bob knows that the error indeed occurred in
sj .
C1

=
=

ŷ 2
r12

(mod N ) =

(sj ± 2i )2
s2k

(1)
(mod N )

(2)

k∈S−sk

C

sj

=



C1

i∈S

ui

(mod N ) =

(3)

=

uj + 22i ± 2i+1 sj
uj

(mod N )

(4)

=

±

uj (C − 1) − 22i
2i+1

(mod N )

(5)

During this calculation, we perform three multiplications in equations 2 and 4. In equation 5, we must
perform O(n) tries (modular multiplications) to ﬁnd the correct sj , by determining the correct error
position i. Thus, the complexity to compute sj is O(n).
Considering that Bob does not know a priori in which sj the error occurred, he must try all |S| possible
sj ’s to derive the correct one. Thus, the total complexity for deriving one sj is O(n).
Given  erroneous protocol invocations, so that errors occur in every s1 , . . . , s , we can derive all secret
elements of Alice in the time it takes to perform O(n2 ) modular exponentations.
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5

Conclusions

The Bellcore attack against systems implementing the Fiat-Shamir scheme is based on the assumption
that the construction of a full rank × matrix over Z2 is always possible, where  is the number of Alice’s
secret elements. The construction of such a full rank matrix is not always possible, leading to alternative
system conﬁgurations, as the described Precautious Fiat-Shamir Identification Scheme, which render the
original attack unsuccessful. As we have shown, the original fault model of the Bellcore attack can lead to
successful attacks on Precautious Fiat-Shamir, which, theoretically, derive enough information to impersonate Alice. However, these attacks are very demanding in terms of computational power and memory
resources, rendering these attacks impractical in resource-limited environments, such as smart-cards.
Considering these limitations of the extended attack, we have introduced a novel active attack model,
which enables successful attacks in all environments and known Fiat-Shamir system conﬁgurations.
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